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Risk Management and the Board of Directors 

I. INTRODUCTION 

Overview 

Over the past few months, the COVID-19 pandemic has wreaked havoc on the 

global economy and financial markets, exacerbating the systemic risk management issues al-

ready faced by companies around the world.  As companies continue to navigate an uncertain 

economic landscape and make plans to resume operations as pandemic-related restrictions are 

relaxed or lifted, they must also grapple with the fact that the pandemic has amplified the scruti-

ny of environmental, social and governance (ESG)-related risks, including human capital issues, 

business model and supply chain issues, and environmental degradation and climate change.  In 

these unprecedented times, beyond economic losses, the reputational damage to companies, 

boards and management teams that fail to properly manage risk is substantial.  Companies 

should exercise care to address business risks and ESG issues, avoid public relations crises and 

develop and maintain reputations as responsible economic actors.  It is for these reasons that the 

risk oversight function of boards of directors has never been more critical and challenging than it 

is today. 

The management of corporate risk is not simply a business and operational re-

sponsibility of a company’s management team—it is a governance issue that is squarely within 

the oversight responsibility of the board.  Directors face a risk governance landscape that contin-

ues to evolve, and this guide highlights a number of issues that have remained critical over the 

years or gained new salience in the wake of the pandemic.  It also provides updates reflecting 

emerging and recent developments, including recent Delaware cases regarding risk oversight di-

rector liability—Blue Bell, Clovis and Hughes—which highlight the importance of active, en-

gaged board oversight of corporate risk as well as a record of that oversight.  Key topics ad-

dressed in this guide include: 

 the distinction between risk oversight and risk management; 

 tone at the top and corporate culture as key components of effective risk man-

agement; 

 recent developments in Delaware law regarding fiduciary duties and other legal 

frameworks; 

 third-party guidance on best practices; 

 the strong institutional investor focus on risk matters; 

 specific recommendations for improving risk oversight; 

 legal compliance programs; 

 special considerations related to the COVID-19 pandemic; 
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 special considerations pertaining to ESG and sustainability-related risks;  

 special considerations regarding cybersecurity matters; and  

 anticipating future risks and the road ahead. 

Risk Oversight by the Board – Not Risk Management 

Both the law and practicality continue to support the proposition that the board 

cannot and should not be involved in day-to-day risk management.  However, as recent legal de-

velopments in 2019 and 2020 make clear, it is important that the board’s role of risk oversight 

include steps taken at the board level, rather than solely at the management level, to be actively 

engaged in monitoring key corporate risk factors, including through appropriate use of board 

committees.  It is also important that these board-level monitoring efforts be documented through 

minutes and other corporate records.   

Directors should—through their risk oversight role—require that the CEO and 

senior executives prioritize risk management.  Directors should satisfy themselves that the risk 

management policies and procedures designed and implemented by the company’s senior execu-

tives and risk managers are consistent with the company’s strategy and risk appetite; that these 

policies and procedures are functioning as directed; and that necessary steps are taken to foster 

an enterprise-wide culture that supports appropriate risk awareness, behaviors and judgments 

about risk and that recognizes and appropriately addresses risk-taking that exceeds the compa-

ny’s determined risk appetite.  This necessitates that the board itself be kept aware of the type 

and magnitude of the company’s principal risks, especially concerning “mission critical”-related 

areas, and that the board be periodically apprised of the company’s approach for mitigating such 

risks, instances of material risk management failures and action plans for mitigation and re-

sponse.  In prioritizing such matters, the board can send a message to management and employ-

ees that comprehensive risk management is not an impediment to the conduct of business nor a 

mere supplement to a firm’s overall compliance program, but is, instead, an integral component 

of strategy, culture and business operations. 

Tone at the Top and Corporate Culture as Key to Effective Risk Management 

The COVID-19 pandemic has placed a significant strain on many companies and 

runs the risk of exposing cracks or weaknesses in a company’s culture and purpose.  It is there-

fore more important now than ever for the board and relevant committees to work with manage-

ment to set the appropriate “tone at the top” by promoting and actively cultivating a corporate 

culture and environment that meets the board’s expectations and aligns with the company’s strat-

egy.  In setting the appropriate tone at the top, transparency, consistency and communication are 

key.   

Particularly during this volatile time, respecting the importance of enterprise-wide 

risk management is a valuable component of an effective corporate culture.  The board’s vision 

for the corporation should include its commitment to risk oversight, ethics and avoiding compli-

ance failures, and this commitment should be communicated effectively throughout the organiza-

tion.  Particularly where employee safety is concerned and at companies and in industries where 

product or service failures can jeopardize consumer safety or threaten human life, the corporate 
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culture should not, deliberately or due to inattention or insufficient resource allocation, prioritize 

cost-cutting or profits (which may include, as a matter of public perception, compensation levels) 

over safety and compliance. 

Continued developments regarding sexual and other misconduct in the workplace, 

as well as initiatives to promote diversity, inclusion and equity, also underscore the importance 

of setting the appropriate tone at the top.  Harassment can have a devastating impact, first and 

foremost, on the employees targeted by such predatory behavior.  It can also have a significant 

impact on broader corporate culture, employee morale and retention, consumer preferences and 

reputation of the company as a whole and the members of the board as individuals.  Delayed or 

indecisive responses to sexual misconduct or discrimination can often be as damaging to a com-

pany as the misconduct itself.  Similarly, ensuring an inclusive workplace environment is an im-

portant component of corporate culture, one that is central to employee morale and a motivated 

workforce.    

With respect to these and other critical risks, the board should work with man-

agement to consider developing a crisis response plan that includes the participation of human 

resources officers, public relations advisors and legal counsel.  The use, scope and design of pre-

ventative corporate policies regarding conduct and reporting should also be carefully considered, 

including as to potential implications, enforcement, remedies and application in the event of a 

violation once such policies are adopted.  Disclosure of board-level participation in these delib-

erations also may be key to demonstrating to external and internal audiences the seriousness of 

these policies. 

II. SOURCES OF RISK OVERSIGHT OBLIGATIONS OF THE BOARD OF DIRECTORS 

In addition to heightened expectations from institutional investors, legislators and 

other constituencies, a board’s risk oversight responsibilities derive from state law fiduciary du-

ties, federal and state laws and regulations, stock exchange listing requirements and certain es-

tablished (and evolving) best practices. 

Fiduciary Duties 

The Delaware courts have taken the lead in formulating legal standards for direc-

tors’ duties for risk management, particularly following In re Caremark International Inc. De-

rivative Litigation, the seminal 1997 opinion addressing director liability for the corporation’s 

failure to comply with external legal requirements.  Delaware courts in the Caremark line of cas-

es have held that directors can be liable for a failure of board oversight only where there is “sus-

tained or systemic failure of the board to exercise oversight—such as an utter failure to attempt 

to assure a reasonable information and reporting system exists,” noting that this is a “demanding 

test.”  Delaware Court of Chancery decisions in the twenty years following Caremark have regu-

larly dismissed shareholder suits claiming such a total failure of oversight responsibility.  See, 

for example, our memos discussing In re Citigroup Inc. Shareholder Derivative Litigation 

(2009), In re The Goldman Sachs Group, Inc. Shareholder Litigation (2011), Oklahoma Fire-

fighters Pension & Retirement System v. Corbat (2017), City of Birmingham Retirement and Re-

lief System v. Good (2017), and Shabbouei v. Potdevin (2020). 

https://www.wlrk.com/docs/InreCaremarkInternationalIncDerivativeLitigation.pdf
https://www.wlrk.com/docs/InreCaremarkInternationalIncDerivativeLitigation.pdf
https://www.wlrk.com/docs/WLRK_Memo_-_Chancery_Court_Affirms_Business_Judgment_Rule_Protection_in_Dismissing_Allegations_o.pdf
https://www.wlrk.com/docs/WLRK_Memo_-_Chancery_Court_Affirms_Business_Judgment_Rule_Protection_in_Dismissing_Allegations_o.pdf
https://www.wlrk.com/docs/WLRK_Memo_-_Delaware_Court_Upholds_Board_Discretion_in_Setting_Compensation_Practices.pdf
https://www.wlrk.com/docs/WLRK_Memo_-_Risk_Management_Guide_(August_2018_Update).pdf
https://www.wlrk.com/docs/WLRK_Memo_-_Risk_Management_Guide_(August_2018_Update).pdf
https://www.wlrk.com/docs/WLRK_Memo_-_Risk_Management_Guide_(August_2018_Update).pdf
https://www.wlrk.com/docs/WLRK_Memo_-_Risk_Management_Guide_(August_2018_Update).pdf
https://www.wlrk.com/docs/WLRK_Memo_-_Delaware_Court_of_Chancery_Rejects_Challenge_to_CEO_Separation_Agreement.pdf
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Recent rulings, however, show that the risk of exposure for failure of oversight is 

real.  In re Wells Fargo & Company Shareholder Derivative Litigation, decided in 2017, tested 

the limits of the Caremark doctrine.  There, a California federal court applying Delaware law 

denied the defendants’ motion to dismiss because the plaintiffs pointed to numerous “red flags” 

of which the company’s directors allegedly were or should have been aware and took no substan-

tial remedial steps.  The plaintiffs asserted that Wells Fargo’s directors knew or consciously dis-

regarded that Wells Fargo employees were creating millions of deposit and credit card accounts 

for customers without the customers’ knowledge or consent.  The court rejected defense efforts 

to explain away the alleged red flags as “insignificant when viewed in their larger context.”  Ra-

ther than look at the red flags in isolation, as the defendants urged, the court viewed them collec-

tively, finding that “Defendants ignore the bigger picture by addressing each of these ‘red flags’ 

in piecemeal fashion.”  The court concluded that while the red flags might “appear relatively in-

significant to a large company like Wells Fargo when viewed in isolation, when viewed collec-

tively they support an inference that a majority of the Director Defendants consciously disre-

garded their fiduciary duties despite knowledge regarding widespread illegal account-creation 

activities, and . . . that there is a substantial likelihood of director oversight liability.”  

In June 2019, the Delaware Supreme Court reversed the Court of Chancery’s 

dismissal of a Caremark suit.  Marchand v. Barnhill (better known as “Blue Bell”) arose from 

Blue Bell Creameries’ distribution of ice cream tainted with listeria.  The contaminated food 

killed three people, and the company had to recall its products and suspend operations.  Plaintiffs 

sued to recoup their investment losses after the company engaged in a dilutive transaction to 

avoid insolvency.  

The Delaware Supreme Court suggested that the existence of management-level 

compliance programs is not enough, standing alone, for directors to avoid Caremark exposure.  

The court observed that, while Blue Bell had certain food safety programs in place and “nomi-

nally complied with FDA regulations,” it “had no [board] committee overseeing food safety, no 

full board-level process to address food safety issues, and no protocol by which the board was 

expected to be advised of food safety reports and developments.”  This “dearth of any board-

level effort at monitoring” the company’s risk management supported an inference that the direc-

tors had breached their oversight obligations.  To “satisfy their duty of loyalty,” the court held, 

“directors must make a good faith effort to implement an oversight system and then monitor it” 

themselves.   

In May 2020, Blue Bell pled guilty to two misdemeanor counts for violating the 

Food, Drug, and Cosmetic Act by distributing the listeria-tainted ice cream products that had 

been produced in unsanitary conditions.  The company agreed to pay $19.35 million, consisting 

of $17.25 million in a criminal fine and forfeiture amount and $2.1 million to address False 

Claims Act allegations related to shipping contaminated products to federal facilities.  The for-

mer president of the company was also charged for his alleged efforts to cover up the listeria 

contamination from customers.  

In October 2019, the Court of Chancery further extended the practical reach of the 

Caremark doctrine, upholding claims in In re Clovis Oncology, Inc. Derivative Litigation against 

directors of a life sciences firm for failing to ensure accurate reporting of drug trial results.   

http://www.wlrk.com/docs/InreWellFargoOrderonMotiontoDismissenteredMay42017.pdf
http://www.wlrk.com/docs/Marchandv.Barnhill,No.533,2018(Del.June19,2019).pdf
https://www.wlrk.com/docs/United_States_of_America_v._Blue_Bell_Creameries,_L.P._(filed_5.1.20).pdf
http://www.wlrk.com/docs/MemorandumOpinion.pdf
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Clovis’s stock dropped sharply in 2015 when it disclosed poor clinical trial results 

for its most promising experimental cancer drug.  Federal securities actions challenging the com-

pany’s previous disclosures about the drug and a related Securities and Exchange Commission 

(SEC) investigation followed and then were settled.  Shareholders brought a derivative action 

alleging that the board breached its fiduciary duties by disregarding red flags that reports of the 

drug’s performance in clinical trials were inflated. 

The Court of Chancery recognized that the board had implemented robust report-

ing procedures regarding drug development and regularly received reports of the new drug’s 

progress in clinical testing.  Crediting allegations that the directors ignored “warning signs that 

management was inaccurately reporting [the drug’s] efficacy,” however, the court sustained the 

claims.  The Clovis directors argued, and the court accepted, that duty-to-monitor claims require 

a showing of scienter—that is, evidence that the directors knew they were violating their duties.  

But the court did not require the plaintiff to allege particular facts showing such knowledge.  In-

stead, reasoning that Clovis had a board “comprised of experts” and “operates in a highly regu-

lated industry,” the court concluded that the directors “should have understood” the problem and 

intervened to fix it.  Also notably, the “corporate trauma” alleged was a stock drop upon the an-

nouncement of bad news for the company’s financial expectations—the typical stuff of federal 

securities claims—rather than corporate liability for public-facing corporate crimes or torts that 

are more often the basis of duty-to-monitor claims. 

In April 2020, the Court of Chancery sustained another Caremark claim, this time 

pointing to the absence of documents produced in response to a stockholder’s inspection demand 

as evidence that the directors had failed “to act in good faith to maintain a board-level system for 

monitoring the Company’s financial reporting.”  In Hughes v. Hu, a Kandi Technologies stock-

holder alleged that the company’s board had not implemented necessary auditing procedures de-

spite the company’s long history of ineffective internal controls, including improper insider 

transactions and a 2017 restatement of earnings.   

Reaffirming that Delaware directors are at risk of Caremark liability if they have 

“utterly failed to implement any reporting or information system or controls” or, “having imple-

mented such a system or controls, [have] consciously failed to monitor or oversee its operations,” 

the court highlighted allegations of “chronic deficiencies” in the Kandi board’s conduct, “sup-

port[ing] a reasonable inference that the [board], acting through its Audit Committee, failed to 

provide meaningful oversight.”  The court observed that “[t]he Company could have produced 

documents in response to the plaintiff’s Section 220 demand that would have rebutted this infer-

ence” and that the absence of those documents was telling because “[i]t [was] more reasonable to 

infer that exculpatory documents would be provided than to believe the opposite:  that such doc-

uments existed and yet were inexplicably withheld.”  Hughes reinforces the straight line that 

connects good governance, good recordkeeping, books-and-records demands and Caremark risk.   

Blue Bell, Clovis and Hughes serve as important reminders that the identification, 

management and proper monitoring of key corporate risks is a core governance task for boards 

today.  Indeed, one-size-fits-all approaches to risks facing the company need to be replaced with 

tailored approaches in which more intensive risk management and board-level reporting proto-

cols are applied to risks that may fairly be viewed as “mission critical” on a company-specific 

and industry-specific basis, including but not limited to heavily regulated industries, products 

https://www.wlrk.com/docs/Hughes_v._Hu_(No._2019-0112-JTL).pdf
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and services.  It is also essential that these efforts be thoroughly documented to provide inspect-

ing stockholders and reviewing courts a fair picture of the directors’ work.   

SEC Risk Disclosure Rules 

Disclosure Regarding Risk Oversight.  The SEC requires companies to disclose 

the board’s role in risk oversight, the relevance of the board’s leadership structure to such mat-

ters and the extent to which risks arising from a company’s compensation policies are reasonably 

likely to have a “material adverse effect” on the company.  A company must further discuss how 

its compensation policies and practices, including those of its non-executive officers, relate to 

risk management and risk-taking incentives. 

Disclosure of Risk Factors.  The SEC also requires companies to disclose in their 

annual reports “factors that make an investment in a registrant’s securities speculative or risky.”  

While the SEC has emphasized that risk factor disclosures should be concise, there is a growing 

concern that the SEC’s increasing disclosure requirements have made companies feel compelled 

to over-disclose and to provide “boilerplate” risk factors that have limited the utility of the dis-

closures.  Thus, in April 2019, the SEC eliminated the risk factor examples provided in Item 

503(c) of Regulation S-K (now Item 105), because the SEC believed that “the inclusion of these 

examples could suggest that a registrant must address each one of its risk factor disclosures, re-

gardless of the significance to its business.”   

Disclosure Relating to COVID-19.  In light of the COVID-19 pandemic, the SEC 

has called on public companies to use their earnings calls not as a forum to showcase historical 

financial results, but rather as an opportunity to address “(1) where the company stands today, 

operationally and financially, (2) how the company’s COVID-19 response, including its efforts 

to protect the health and well-being of its workforce and its customers, is progressing, and 

(3) how its operations and financial condition may change as all our efforts to fight COVID-19 

progress.”  While acknowledging that providing forward-looking disclosure can be challenging, 

the SEC has encouraged companies to do so not only for the benefit of investors and the market, 

but also for “the broad dissemination and exchange of firm-specific plans for addressing the ef-

fects of COVID-19 under various scenarios” and the “nation’s collective effort to fight and re-

cover” from the impacts of the pandemic.  A March 2020 statement of the SEC’s Division of 

Corporation Finance made clear that companies should focus disclosure on their response and 

planning related to the uncertain impacts of COVID-19 and “proactively revise and update dis-

closures as facts and circumstances change.”  

In response to concerns about potential liability and litigation based on such pro-

spective statements, the SEC has encouraged companies to take advantage of available safe-

harbors:  “We encourage companies that respond to our call for forward-looking disclosure to 

avail themselves of the safe-harbors for such statements and also note that we would not expect 

good faith attempts to provide appropriately framed forward-looking information to be second 

guessed by the SEC.”  The March 2020 statement, however, cautioned companies regarding se-

lective disclosure and highlighted the need to continue to comply with Regulation FD as well as 

to comply with their established policies related to insider trading and the handling of material, 

nonpublic information.  Every public company needs to consider carefully the substance and tim-

ing of its disclosures about the impact of COVID-19.  Boards should work with management to 

https://www.wlrk.com/docs/SEC_The_Importance_of_Disclosure_-_For_Investors,_Markets_and_Our_Fight_Against_COVID-19.pdf
https://www.wlrk.com/docs/SEC_CF_Disclosure_Guidance_-_Topic_No._9.pdf
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develop a general approach to communications with shareholders and other stakeholders, oversee 

timely disclosures and remain prepared to respond directly and in a cohesive manner to rapidly 

developing events and stakeholder concerns. 

Stock Exchange Rules 

New York Stock Exchange (NYSE) corporate governance standards impose cer-

tain risk oversight obligations on the audit committee of a listed company.  Specifically, while 

acknowledging that “it is the job of the CEO and senior management to assess and manage the 

listed company’s exposure to risk,” the NYSE requires that an audit committee “discuss guide-

lines and policies to govern the process by which risk assessment and management is undertak-

en.”  These discussions should address major financial risk exposures and the steps management 

has taken to monitor and control such exposures, including a general review of the company’s 

risk management programs.  The NYSE permits a company to create a separate committee or 

subcommittee to be charged with the primary risk oversight function as long as the risk oversight 

processes conducted by that separate committee or subcommittee are reviewed in a general man-

ner by the audit committee and the audit committee continues to discuss policies with respect to 

risk assessment and management. 

FCPA and Anti-Corruption 

Under the Department of Justice’s (DOJ) FCPA Corporate Enforcement Policy, 

when a company voluntarily self-discloses misconduct, fully cooperates, timely and appropriate-

ly remediates and agrees to disgorge any ill-gotten profits, there is a presumption that the DOJ 

will decline to prosecute the company.  That presumption will be overcome only if there are ag-

gravating circumstances related to the nature and seriousness of the offense, such as where the 

company was a repeat offender or where the misconduct was pervasive, involved executive man-

agement or resulted in significant corporate profits.  In March 2018, the DOJ expanded the scope 

and applicability of the policy.  The DOJ announced that, going forward, the FCPA Corporate 

Enforcement Policy would serve as “nonbinding guidance” in all—not just FCPA-related—

Criminal Division corporate fraud investigations.  During the summer and fall of 2018, the DOJ 

further clarified that the benefits of the FCPA Corporate Enforcement Policy are available to 

companies that promptly self-report corporate wrongdoing discovered in the context of an acqui-

sition or a merger, whether the conduct is FCPA-related or not. 

Meanwhile, commitment to anti-corruption enforcement is on the rise across the 

globe.  The DOJ and SEC have pledged continued vigorous enforcement of the FCPA, and have 

brought significant enforcement actions against both individuals and corporations.  In countries 

from Europe to South America to Asia, new anti-corruption laws are taking effect, and enforce-

ment actions are being pursued.  Moreover, corruption investigations have become increasingly 

international in nature, with significant FCPA cases involving coordinated international resolu-

tions, where multiple countries imposed penalties and shared penalty proceeds. 

DOJ representatives have stressed that “nothing has been put on hold” as a result 

of the COVID-19 pandemic—“the rules very much apply.”  Although prosecutors are trying to 

be reasonable given the conditions companies face as a result of the pandemic, Robert Dodge, an 

assistant director of the SEC’s FCPA unit, noted that “[r]eporting and detecting misconduct con-

tinue to be very important things for companies to do” and “compliance has to continue.”  Dodge 

http://www.wlrk.com/docs/FCPACorporateEnforcementPolicy.pdf
http://www.wlrk.com/docs/AGRosensteinDeliversRemarks32ndAnnualABANationalConference.pdf
http://www.wlrk.com/docs/DeputyAssistantAGMinerRemarks-SelfDisclosure.pdf
https://www.wlrk.com/docs/Antibribery_Compliance_Has_to_Continue,_Officials_Say_-_WSJ.pdf
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also encouraged companies to come forward with any issues, stating that “[i]f there’s a problem 

that comes up, communicate with us as quickly and as completely as you can, and we’ll be re-

sponsive in trying to deal with it.” 

Dodd-Frank 

The Dodd-Frank Act created new federally mandated risk management proce-

dures principally for financial institutions.  Dodd-Frank requires bank holding companies with 

total assets of $10 billion or more, and certain other non-bank financial companies, to have a 

separate risk committee that includes at least one risk management expert with experience man-

aging risk of large companies. 

Third-Party Guidance on Best Practices  

Various industry-specific regulators and private organizations publish suggested 

best practices for board oversight of risk management.  Examples include reports by the National 

Association of Corporate Directors (NACD) Blue Ribbon Commission on Risk Governance, the 

Committee of Sponsoring Organizations of the Treadway Commission (COSO) and the Confer-

ence Board. 

In 2017, COSO released its updated internationally recognized enterprise risk 

management framework, which it originally released in 2004.  The updated framework consists 

of five interrelated components of enterprise risk management:  (1) Governance and Culture (the 

tone of the organization, which reinforces the importance of enterprise risk management and es-

tablishes oversight responsibilities for it); (2) Strategy and Objective-Setting (the integration of 

enterprise risk management into the organization’s strategic plan through the process of setting 

strategy and business objectives); (3) Performance (the identification and assessment of risks that 

may impact achievement of strategy and business objectives); (4) Review and Revision (the re-

view of the organization’s performance, which allows for consideration of how well the enter-

prise risk management components are functioning and what revisions are needed); and (5) In-

formation, Communication and Reporting (the continual, iterative process of obtaining infor-

mation, from both internal and external sources, and sharing it throughout the organization).   

Recognizing that calls for mitigating ESG risks have become increasingly urgent, 

COSO, in conjunction with the World Business Council for Sustainable Development, released 

guidance in 2018 for applying enterprise risk management to ESG-related risks.  This guidance 

is intended to bring ESG risks into clearer focus as companies around the world confront an 

“evolving landscape of ESG-related risks”—from extreme weather events to product safety re-

calls—that can “impact [the companies’] profitability, success and even survival.”  The guidance 

offers an enterprise risk management approach that runs from governance to risk identification 

and assessment through to communication and reporting. 

In June 2019, the Institute of Internal Auditors (IIA) released an exposure draft 

with proposals on how to improve its twenty-year-old “Three Lines of Defense” model in risk 

management.  Under the current version of the model, (1) management control is the first line of 

defense, (2) the various risk control and compliance oversight functions established by manage-

ment are the second line of defense and (3) independent assurance is the third line of defense.  

Over the last several months, the IIA has evaluated the feedback of over 2,000 commenters, in-

http://www.wlrk.com/docs/2018COSOEnterprisingRiskManagementGuide_3566090_1.PDF
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cluding several that discuss expanded expectations for boards of directors, and has announced an 

anticipated release of its updated position paper in 2020.  It remains to be seen what final chang-

es are implemented, but an enhanced role for the board in “ensur[ing] that roles and responsibili-

ties are clearly understood by all functions, supported by regular interaction and communication” 

is clear. 

Both COSO and IIA, as well as other frameworks outlining risk-related best prac-

tices, underscore that risk oversight and risk management should not be treated as isolated, de-

fensive functions, but rather should be proactively integrated into strategic planning and priori-

tized as part of board- and CEO-level governance and oversight.  

III. STRONG INVESTOR FOCUS ON RISK MANAGEMENT CONTINUES 

Institutional Investors  

Risk oversight is a top governance priority of institutional investors.  In recent 

years, investors have pushed for more meaningful and transparent disclosures on board-level ac-

tivities and performance with respect to risk oversight.  As noted in the NACD’s 2018 Blue Rib-

bon Commission report on disruptive risks, investors “keep raising the bar for boards on the 

oversight of everything from cybersecurity to culture, and the notion of companies’ license to 

operate is now front and center.”  As further discussed below, this investor focus has become es-

pecially acute in the area of ESG and sustainability-related risks.  

Major institutional investors such as BlackRock, State Street and Vanguard be-

lieve that sound risk oversight practices are key to enhancing long-term, sustainable value crea-

tion.  BlackRock has indicated that it expects boards to have “demonstrable fluency” in areas of 

key risks that affect the company’s business and management’s approach to addressing and miti-

gating those risks, and that it will assess this through corporate disclosures and, if necessary, di-

rect engagement with independent directors.  BlackRock has cautioned that it “may signal con-

cern through its vote, most likely by voting against the re-election of certain directors” that it 

deems most responsible for board process and risk oversight.  State Street has emphasized that 

“good corporate governance necessitates the existence of effective internal controls and risk 

management systems, which should be governed by the board” and will actively seek direct dia-

logue with the board and management of companies to “protect longer-term shareholder value 

from excessive risk due to poor governance and sustainability practices.” 

Vanguard has become particularly active in engaging with boards on the topic of 

risk oversight, viewing directors as “shareholders’ eyes and ears on risk” and relying “on a 

strong board to oversee the strategy for realizing opportunities and mitigating risks.”  Vanguard 

reiterated this sentiment in its 2020 Investment Stewardship Semiannual Report, noting, “When 

we discuss strategy and risk with portfolio companies, we try to assess how deeply the board of 

directors understands the company’s strategy and is involved in identifying and governing mate-

rial risks.”  Vanguard has also adopted formal “oversight failure” voting guidelines in which 

Vanguard funds will consider voting “against directors who have failed to address material risks 

and business practices under their purview based on committee responsibilities.”  As noted in the 

guidelines, “when a specific risk does not fall under a specific committee, a [Vanguard] fund will 

vote against the lead independent director and chair.”   

http://www.wlrk.com/docs/NACDBRCAdaptiveGovernanceBoardOversightofDisruptiveRisks_3535500_1.PDF
http://www.wlrk.com/docs/NACDBRCAdaptiveGovernanceBoardOversightofDisruptiveRisks_3535500_1.PDF
https://www.wlrk.com/docs/Vanguard_2020_Investment_Stewardship_Semiannual_Report.pdf
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Proxy Advisory Firms  

In exceptional circumstances, scrutiny from institutional investors with respect to 

risk oversight can translate into shareholder campaigns and adverse voting recommendations 

from proxy advisory firms such as Institutional Shareholder Services (ISS) and Glass Lewis.  

Both ISS and Glass Lewis will recommend voting “against” or “withhold” in director elections, 

even in uncontested elections, when the company has experienced certain extraordinary circum-

stances, including material failures of risk oversight. 

In the 2020 update to its Global Proxy Voting Guidelines, ISS added risk over-

sight failures to the set of factors that will increase the likelihood of the proxy advisory firm sup-

porting an independent chair proposal, specifically “evidence that the board has failed to oversee 

and address material risks facing the company” or evidence of “a material governance failure.”  

The ISS ESG Governance QualityScore—a data-driven scoring and screening tool that ISS is 

encouraging institutional investors to use to monitor portfolio company governance—also focus-

es heavily on boards’ audit and risk oversight.  ISS has noted that failures of risk oversight in-

clude, but are not limited to, bribery, large or serial fines or sanctions from regulatory bodies, 

significant adverse legal judgments or settlements.  

In a March 2020 statement, ISS also addressed the issue of risk oversight during 

the COVID-19 crisis:   

Although the outbreak of COVID-19 may not have been as pre-

dictable as the rise in cybersecurity breaches over the past several 

years, the risk oversight function of many boards will similarly be 

under a microscope once the market begins to emerge from this 

downturn and activists sift through the wreckage for new targets.  

In the wake of their respective data breaches in 2013 and 2017, for 

instance, the boards of Target Corporation and Equifax Inc. faced 

low shareholder support for the reelection of certain directors at 

their subsequent [annual meetings].  Companies that fail to safe-

guard the health of their employees, or whose business continuity 

plans prove to be inadequate, could eventually face similar opposi-

tion. 

Given the increased focus by institutional investors on ESG risks, Glass Lewis 

made noteworthy revisions to its proxy voting guidelines to reflect its approach to evaluating 

board oversight of such risks.  “[F]or large cap companies and in instances where [Glass Lewis] 

identif[ies] material oversight issues, Glass Lewis will review a company’s overall governance 

practices and identify which directors or board-level committees have been charged with over-

sight of environmental and/or social issues” and “also note instances where such oversight has 

not been clearly defined” in the company’s governance documents.  Where Glass Lewis believes 

“that a company has not properly managed or mitigated environmental or social risks” or that 

“such mismanagement has threatened shareholder value, Glass Lewis may consider recommend-

ing that shareholders vote against” those directors “who are responsible for oversight of envi-

ronmental and social risks.  In the absence of explicit board oversight of environmental and so-

http://www.wlrk.com/docs/ISSBenchmarkPolicyUpdates_ExecutiveSummary2020.pdf
https://www.wlrk.com/docs/ISS_ESG_-_Governance_QualityScore_2020_Methodology_Guide.pdf
http://www.wlrk.com/docs/Coronavirus_and_the_2020_Proxy_Contest_Season_-_ISS_(3.20.20).pdf
https://www.wlrk.com/docs/2020_Glass_Lewis_Proxy_Paper_Guidelines.pdf
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cial issues, Glass Lewis may recommend that shareholders vote against members of the audit 

committee.” 

The following are just a few examples of adverse voting recommendations made 

by ISS and Glass Lewis in response to perceived failures of risk oversight: 

 In the 2017 proxy season, ISS recommended that shareholders vote against twelve 

out of fifteen Wells Fargo directors, including the company’s independent chair-

man, on the theory that the board committees “tasked with risk oversight failed 

over a number of years to provide a timely and sufficient risk oversight process 

that should have mitigated the harmful impact of the unsound retail banking sales 

practices that occurred” during that time period.   

 In the 2018 proxy season, ISS called for Equifax investors to vote against the re-

election of five directors in light of the company’s massive data security breach.  

ISS stressed that the five directors, each of whom served on the company’s tech-

nology committee at the time of the breach, “had clear lines of responsibility for 

risk management related to technology security,” yet the breach and Equifax’s 

subsequent failure to quickly notify the public “suggest a failure to adequately 

oversee some of the most significant risks facing the company.” 

 In the 2019 proxy season, Glass Lewis recommended the removal of Boeing’s 

audit committee head, citing fatal crashes of the company’s 737 MAX plane as 

evidence of a potential lapse in the board’s oversight of risk management.  In a 

note to the board, Glass Lewis wrote that it believed “the audit committee should 

have taken a more proactive role in identifying the risks associated with the 737 

[MAX] 8 aircraft.”  Glass Lewis further wrote that it believed “shareholders 

would be best served with rotation at the board level of the Company’s risk man-

agement function.”  ISS similarly recommended that shareholders support a pro-

posal to split the board’s chairman and chief executive roles—“the most robust 

form of independent board oversight”—in light of the potential breakdown in risk 

management.  

 In the 2020 proxy season, both ISS and Glass Lewis issued adverse voting rec-

ommendations regarding risk oversight at Boeing.  ISS recommended that share-

holders vote against four long-serving Boeing directors “due to the board’s failure 

to exercise sufficient oversight of management strategy and corporate culture.”  

Glass Lewis recommended voting against the current chair of Boeing’s board, 

who had previously served as the company’s audit committee chair.  In a state-

ment, Glass Lewis noted that it “believe[s] the audit committee failed to mitigate 

the risk posed by management’s decisions and should be held accountable for its 

oversight.”  As such, Glass Lewis believes Boeing shareholders “would be best 

served with rotation at the board level of the Company’s risk management func-

tion.”  

http://www.wlrk.com/docs/Equifax,Inc.ISSReport.pdf
http://www.wlrk.com/docs/GL_Boeing4-29-19.pdf
http://www.wlrk.com/docs/GL_Boeing4-29-19.pdf
http://www.wlrk.com/docs/ISS_Proxy_Research_Report_29.04.19_Boeing.pdf
https://www.wlrk.com/docs/Boeing_2020_ISS_Report.pdf
https://www.wlrk.com/docs/Boeing_2020_Glass_Lewis_Proxy_Paper.pdf
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IV. RECOMMENDATIONS FOR IMPROVING RISK OVERSIGHT 

As an oversight matter, the board should seek to promote an effective, ongoing 

risk dialogue with management, design the right relationships between the board and its standing 

committees as to risk oversight and ensure that appropriate resources support risk management 

systems.  While risk management should be tailored to the specific company and relevant risks, 

in general, an effective risk management system will:  (1) adequately identify the material risks 

that the company faces in a timely manner; (2) adequately transmit necessary information to sen-

ior executives and, importantly, to the board or relevant board committees; (3) implement appro-

priate risk management strategies that are responsive to the company’s risk profile, business 

strategies, specific material risk exposures and risk tolerance thresholds; (4) integrate considera-

tion of risk and risk management into strategy development and business decision-making 

throughout the company; (5) feature regular reviews of the effectiveness of the company’s risk 

management efforts, on a quarterly or semiannual basis; and (6) document the existence of risk 

management protocols and appropriate board-level engagement on risk matters.   

Below are specific types of actions that the board and appropriate board commit-

tees should consider as part of their risk management oversight:  

 review with management the categories of risk the company faces, including any 

risk concentrations and risk interrelationships, as well as the likelihood of occur-

rence, the potential impact of those risks, mitigating measures and action plans to 

be employed if a given risk materializes; 

 review with management the assumptions and analysis underpinning the determi-

nation of the company’s principal risks and whether adequate procedures are in 

place to ensure that new or materially changed risks are properly and promptly 

identified, understood and accounted for in the actions of the company; 

 review with management the company’s risk appetite and risk tolerance and as-

sess whether the company’s strategy is consistent with the agreed-upon risk appe-

tite and tolerance for the company; 

 review with management the primary elements comprising the company’s risk 

culture, including establishing “a tone from the top” that reflects the company’s 

core values and the expectation that employees act with integrity and promptly 

escalate noncompliance in and outside of the organization; 

 review with management whether the company has an environment that fosters 

open communication and that encourages a critical attitude towards decision-

making; 

 review the company’s executive and employee compensation structure and incen-

tive programs to ensure they are appropriate in light of the company’s articulated 

risk appetite and risk culture, as well as the company’s stated corporate culture 

goals, to ensure that these programs are creating incentives properly calibrated to 
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encourage, reward and reinforce desired corporate behavior and compliance in 

light of the agreed-upon risks the company faces; 

 review with committees and management the board’s expectations as to each 

group’s respective responsibilities for risk oversight and management of specific 

risks to ensure a shared understanding as to accountabilities and roles; 

 establish a clear framework for holding management accountable for building and 

maintaining an effective risk appetite framework and providing the board with 

regular, periodic reports on the company’s residual risk status; 

 review with management the ways in which risk is measured on an aggregate, 

company-wide basis, and how aggregate and individual risk limits (quantitative 

and qualitative, as appropriate) are set; 

 review with management the risk policies and procedures in place to hedge 

against or mitigate risks and the actions to be taken if risk limits are exceeded; 

 review with management its procedures for reporting matters to the board and ap-

propriate committees and providing updates, to assess whether such procedures 

are appropriate and comprehensive; 

 review with management the quality, type and format of risk-related information 

provided to directors, to assess whether such information is sufficient; 

 review management’s implementation of its risk policies and procedures, to as-

sess whether they are being followed and are effective; 

 review with management the design of the company’s risk management functions, 

as well as the qualifications and backgrounds of senior risk officers and the per-

sonnel policies applicable to risk management, to assess whether they are appro-

priate given the company’s size and scope of operations; 

 review the steps taken by management to ensure adequate independence of the 

risk management function and the processes for resolution and escalation of dif-

ferences that might arise between risk management and business functions; 

 review with management the means by which the company’s risk management 

strategy is communicated to all appropriate groups within the company, to ensure 

that the company’s risk management strategy is understood by all such groups and 

is properly integrated into the company’s enterprise-wide business strategy; 

 review internal systems of formal and informal communication across divisions 

and control functions to encourage the prompt and coherent flow of risk-related 

information within and across business units and, as needed, the prompt escala-

tion of information to senior management (and to the board or board committees 

as appropriate);  
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 review with management the company’s public disclosures about risk and its risk 

management system; and 

 review reports from management, independent auditors, internal auditors, legal 

counsel, regulators, stock analysts and outside experts as considered appropriate 

regarding risks the company faces and the company’s risk management function, 

and consider whether, based on each individual director’s experience, knowledge 

and expertise, the board or committee primarily tasked with carrying out the 

board’s risk oversight function is sufficiently equipped to oversee all facets of the 

company’s risk profile—including specialized areas such as cybersecurity and the 

risks that are most critical and relevant to the company and its industry—and de-

termine whether subject-specific risk education is advisable for such directors. 

The board should formally undertake an annual review of the company’s risk 

management system, including a review of board- and committee-level risk oversight policies 

and procedures, a presentation of “best practices” to the extent relevant, tailored to focus on the 

industry or regulatory arena in which the company operates, and a review of other relevant is-

sues.  In the wake of Blue Bell and Hughes, directors should also implement effective procedures 

to ensure that the board itself monitors key corporate risk factors on an ongoing basis and proper-

ly documents this monitoring.  To this end, it may be appropriate for boards and committees to 

engage outside consultants to assist them both in the review of the company’s risk management 

systems and in understanding and analyzing business-specific risks.  But because risk, by its very 

nature, is subject to constant and unexpected change, boards should keep in mind that annual re-

views do not replace the need to regularly assess and reassess their own operations and process-

es, learn from past mistakes and external events, and seek to ensure that current practices enable 

the board to address specific major issues whenever they may arise.  Where a major or new risk 

event comes to fruition, management should investigate and report back to the full board or the 

relevant committees as appropriate. 

In addition to considering the foregoing measures, the board may also want to fo-

cus on identifying external pressures that can push a company to take excessive risks and consid-

er how best to address those pressures.  In particular, companies have come under increasing 

pressure in recent years from hedge funds and activist shareholders to produce short-term results, 

often at the expense of longer-term goals.  These demands may include steps that would increase 

the company’s risk profile, for example, through increased leverage to repurchase shares or pay 

out special dividends, spin-offs that leave the resulting companies with smaller capitalizations or 

underinvestment in areas important to the future sustainability and competitiveness of the com-

pany.  While actions advocated by activists may make sense for a specific company under a spe-

cific set of circumstances, the board should focus on the risk impact and be ready to resist pres-

sures to take steps that the board determines are not in the company’s or shareholders’ best inter-

ests, as well as to explain its decisions to its shareholders. 

Situating the Risk Oversight Function  

While fundamental risks to the company’s business strategy are often discussed at 

the full board level, many boards continue to delegate primary oversight of risk management to 

the audit committee, which is consistent with the NYSE corporate governance standard requiring 
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the audit committee to discuss policies with respect to risk assessment and risk management.  In 

practice, this delegation to the audit committee may become more of a coordination role, at least 

insofar as certain kinds of risks will naturally be addressed across other committees as well (e.g., 

risks arising from compensation structures are frequently considered in the first instance by the 

compensation committee, and matters relating to board and executive succession are often ad-

dressed by the nominating and governance committee). 

In recent years, the percentage of boards with a separate risk committee has 

grown, but that percentage remains relatively low.  According to a 2019 Deloitte survey, only 

about 20% of the companies surveyed had a standing risk committee.  As discussed earlier in this 

memo, financial companies covered by Dodd-Frank are required to have a dedicated risk man-

agement committee.  However, the appropriateness of a dedicated risk committee at other com-

panies will depend on the industry and specific circumstances of the company.  Furthermore, dif-

ferent kinds of risks may be best suited to the expertise of different committees—an advantage 

that may outweigh any benefit from having a single committee specialize in risk oversight.  

Banks, for instance, often maintain credit or finance committees, while energy companies may 

have public policy committees largely devoted to environmental and safety issues.  It is notable 

that Boeing, in the wake of two fatal crashes of its 737 MAX airplanes and subsequent regulato-

ry and public scrutiny, announced the creation of a permanent aerospace safety committee on its 

board of directors, a new Product and Services Safety organization that would review all aspects 

of product safety, and other safety- and product-related enhancements to sharpen the company’s 

focus on product and services safety. 

Thoughtfully allocating responsibility for risk management and compliance 

among the board’s committees also creates an opportunity for alignment of officer-to-board-level 

reporting relationships, which has the added value of ensuring that the directors get to know and 

regularly communicate with a broader range of corporate executives.  In an era where the num-

ber of insiders on a company’s board is usually just one or two—generally the CEO and perhaps 

one additional director—board–management alignment gives the board direct insight into the 

company’s operations and culture.  This aperture into corporate culture can be particularly help-

ful in advancing and tracking ESG goals. 

We expect the trend of delegation of risk management oversight to the audit 

committee to evolve as companies grapple with the unprecedented risks related to the COVID-19 

pandemic and with the heightened focus on ESG issues.  Regardless of the delegation of risk 

oversight to the audit or other committees, however, the full board should satisfy itself that the 

activities of the various committees are properly coordinated and that the company has adequate 

risk management processes in place.  If the company keeps the primary risk oversight function 

within the audit committee, the audit committee should schedule time for periodic review of risk 

management outside the context of its role in reviewing financial statements and accounting 

compliance. 

Lines of Communication and Information Flow 

The ability of the board or a committee to perform its oversight role is, to a large 

extent, dependent upon the relationship and the flow of information among the directors, senior 

management and other senior risk managers in the company.  If directors do not believe they are 

https://www.wlrk.com/docs/2018-Deloitteboard-practices-report_3535493_1.PDF
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receiving sufficient information, they should be proactive in asking for more.  High-quality, 

timely and credible information provides the foundation for effective responses and decision-

making by the board. 

Any committee charged with risk oversight should hold sessions in which it meets 

directly with key executives primarily responsible for risk management.  It may also be appro-

priate for the committee(s) charged with risk oversight to meet in executive session both alone 

and together with other independent directors to discuss the company’s risk culture, the board’s 

risk oversight function and key risks faced by the company.  In addition, senior risk managers 

and senior executives should understand they are empowered to inform the board or committee 

of extraordinary risk issues and developments that need the immediate attention of the board out-

side of the regular reporting procedures.  In light of the Caremark standards discussed above, the 

board should feel comfortable that red flags or “yellow flags” are being reported to it so that they 

may be investigated if appropriate. 

Legal Compliance Programs 

Senior management should provide the board or committee with an appropriate 

review of the company’s legal compliance programs and how they are designed to address the 

company’s risk profile and detect and prevent wrongdoing.  While compliance programs will 

need to be tailored to the specific company’s needs, the board and senior management of any 

company should establish a strong tone at the top that emphasizes the company’s commitment to 

full compliance with legal and regulatory requirements, as well as internal policies.  This is par-

ticularly important not only to reduce the risk of misconduct, but also because a well-tailored 

compliance program and a culture that values ethical conduct are critical factors that the DOJ 

will assess under the Federal Sentencing Guidelines in the event that corporate personnel do en-

gage in misconduct.  Moreover, under the DOJ’s updated guidance for white-collar prosecutors, 

which identifies factors to be considered in evaluating corporate compliance programs, prosecu-

tors may “reward efforts to promote improvement and sustainability” of compliance programs in 

the form of any prosecution or resolution.  Thus, companies with robust compliance programs 

that continually improve based on lessons learned and data gathered have a real opportunity to 

benefit. 

In keeping with the DOJ’s guidance, a compliance program should be designed 

by persons with relevant expertise and will typically include interactive training as well as writ-

ten materials.  Compliance policies should be reviewed periodically to assess their effectiveness, 

to ensure they target the company’s current compliance risks and to make any necessary chang-

es.  Policies and procedures should fit with business realities.  A rulebook that looks good on pa-

per but is not followed will end up hurting rather than helping.  There should be consistency in 

enforcing stated policies through appropriate disciplinary measures.  Finally, there should be 

clear reporting systems in place both at the employee level and at the management level so that 

employees understand when and to whom they should report suspected violations and so that 

management understands the board’s or committee’s informational needs for its oversight pur-

poses.  A company may choose to appoint a chief compliance officer and/or constitute a compli-

ance committee to administer the compliance program, including facilitating employee education 

and issuing periodic reminders.  If there is a specific area of compliance that is critical to the 

https://www.wlrk.com/docs/justice.gov-CriminalDivisionAnnouncesPublicationofGuidanceonEvaluatingCorporateCompliancePrograms.pdf
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company’s business, the company may consider developing a separate compliance apparatus de-

voted to that area. 

Companies should also assess the extent to which risk management policies and 

procedures and codes of conduct and ethics are incorporated into the company’s strategy and 

business operations, including promotion and compensation procedures, and supported by ap-

propriate supplementary training programs for employees and regular compliance assessments. 

As the Blue Bell, Clovis and Hughes cases discussed above and other instances of 

compliance failures underscore, boards are increasingly coming under scrutiny, fairly or unfairly, 

when the company fails to meet compliance and legal obligations.  Accordingly, it is important 

that companies develop and cultivate high-performing and well-integrated legal and compliance 

programs that are supported by executive management and the board. 

Special Considerations Related to COVID-19  

In times of crisis, boards of directors play a critical oversight role.  Going for-

ward, companies not only face an altered economic landscape, but also heightened scrutiny on 

leadership and risk management.  In seeking to minimize and mitigate the impact of COVID-19 

on their businesses, employees, customers and other stakeholders, boards should understand the 

risks facing the company and the concerns of key stakeholders—especially as governments ease 

restrictions on public activity and businesses resume normal operations.   

Directors should maintain regular contact with management to receive timely up-

dates on the well-being of employees, customers and the communities in which the company op-

erates.  Directors will also need to assess the short-, medium- and long-term viability of the busi-

ness and identify appropriate strategic changes to preserve business continuity, including work-

ing with management to preserve access to credit, optimizing capital allocation, overseeing pub-

lic messaging to and engagement with stakeholders, ensuring compliance with new rules and 

regulations, and protecting the company from activist investors.  Boards may also need to review 

and update management compensation plans, as appropriate, and as the immediate crisis dissi-

pates for any particular company, reassess strategic plans and opportunities.  These and other key 

considerations are discussed in greater detail below:  

 Employee, Customer and Supplier Health and Safety.  Employee health and safe-

ty, and issues of workforce preservation and corporate culture more generally, 

have come to the fore as the spread of COVID-19 prompts shareholder scrutiny 

over how companies are taking measures to protect their employees.  While every 

company will face challenges specific to its operations and industry, boards gen-

erally can expect increased focus on the safety and well-being of their company’s 

personnel and, where applicable, customers and the employees of its suppliers.  

Boards will need to consider and discuss with management when, how and at 

what pace to bring employees back into the workplace, and the extent to which 

employees should be encouraged to continue to work from home, where possible, 

even after government regulations permit their return.  Before employees (and 

customers and suppliers) start to return to work spaces and company properties, 

boards should review with management their company’s health and safety poli-

cies and procedures, including with reference to any applicable federal, state, lo-
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cal or industry guidelines.  Training protocols may need to be adopted and clearly 

communicated to all potentially impacted individuals.  

 Regulatory Compliance.  The pandemic has prompted a slew of regulatory re-

sponses from all levels of government globally.  Boards should ensure that com-

pliance and oversight policies have been reviewed and, if necessary, updated to 

cover any new regulations.  Boards should also ensure that management is pre-

pared to deal with a potential increase in regulatory scrutiny.   

 Scenario Analysis.  Boards should review and understand management’s plans for 

operating while the pandemic continues, including under different assumptions as 

to duration and severity.  The crisis has shown that effective risk management 

needs to be dynamic, forward-looking, comprehensive and nimble:  it is possible 

that unexpected challenges will continue to arise in the coming weeks and com-

panies should remain vigilant.  

 Capital Allocation Review.  Boards should continue to evaluate different strate-

gies for preserving liquidity, which remains a key concern during the pandemic.  

For companies that remain well-capitalized, boards may wish to consider strate-

gies for enhancing financial stability and to review contingency plans for address-

ing potential shortfalls in a worst-case scenario.  

 Supply Chain Resilience.  Even well-diversified companies have not been spared 

the supply chain challenges created by COVID-19.  Today’s globalized, online 

economy is vulnerable to supply chain threats, with the shortages in medical sup-

plies underscoring the risks of concentrating key supply infrastructure among a 

relatively small number of geographically concentrated manufacturers.  Boards 

should oversee management in re-examining supply chains, identifying potential 

risks and weaknesses, and working to reconfigure current chains to anticipate fu-

ture disruptions to global supply dynamics.  

 Executive and Employee Compensation.  As companies revise profit forecasts for 

2020 and grapple with tumbling stock prices, executive compensation has become 

a key area of scrutiny for investors and regulators, and several companies have 

announced temporary pay reductions for executives and directors.  While there is 

no one-size-fits-all prescription for companies, boards should consider updates to 

executive and other employee compensation structures and programs, including 

incentive plans, to align with the new economic reality.  Companies should be 

aware that the Coronavirus Aid, Relief, and Economic Security Act (CARES Act) 

also sets executive compensation limits, as well as employee compensation and 

retention requirements, for certain business recipients.  Boards should understand 

and consider the impact of those limits in determining whether to participate in 

CARES Act assistance programs.  Special consideration may need to be given as 

to whether the impact of the pandemic on the employees of the company at large, 

and the company’s responses thereto, could indicate a need for further modifica-

tion of compensation and benefit programs, as some companies have announced, 

e.g., extending medical benefits for furloughed employees. 
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 Stakeholder Engagement and Transparency.  Investors and other stakeholders are 

eager for insight into how companies are performing and responding to the cur-

rent crisis.  Boards should work with management to develop a general approach 

to communications with shareholders and other stakeholders, oversee timely dis-

closures and remain prepared to respond directly and in a cohesive manner to rap-

idly developing events and stakeholder concerns. 

 Medium- and Long-Term Strategic Planning.  Although the pandemic has thwart-

ed many long-term strategic plans and much uncertainty remains, to the extent 

possible, boards should continue to consider medium- and long-term outcomes 

when making short-term decisions.  Longer-term plans should be reassessed over 

time as the impact of the pandemic becomes clearer. 

 Revisiting ESG.  Certain ESG concerns, notably climate-related risks, have taken 

a back seat to social concerns in recent months.  However, boards should continue 

to identify the ESG risks that affect their companies and devise long-term solu-

tions.  Major investors have indicated that they remain concerned about sustaina-

ble long-term value creation, including how companies address climate-related 

risks.  The crisis has also exposed a number of operational weaknesses across a 

number of companies and industries, and investor scrutiny toward risk manage-

ment, board oversight and capital allocation practices may evolve into questions 

on long-term business sustainability and resilience, all of which may lead to push-

es for additional ESG disclosures.  Boards will be well-advised to set aside time 

to discuss with management how the current crisis may inform future ESG poli-

cies and disclosures.  These issues are discussed with greater detail in Section V.  

 Activism and Takeover Preparedness.  While some activist investors have opted 

to settle or postpone their campaigns until the pandemic passes, continued stock 

price volatility means many companies remain vulnerable to activist campaigns.  

Boards should prepare for a resurgence in activism as the threat of COVID-19 re-

cedes.  Board actions and performance during the pandemic will be key among 

the items subject to potential activist scrutiny.  Takeover activity is also likely to 

increase as companies emerge from the pandemic, particularly if valuations con-

tinue to be depressed and do not reflect the full value of the company’s future.  

Boards should be prepared to respond to takeover approaches, including potential 

unsolicited bids.  

 Preserving Culture and Purpose.  Boards should take stock of the company’s ac-

tions thus far, assess how those actions align with the company’s core values, and 

identify strategies to improve culture, if needed, and foster cohesion.  The exam-

ple set by boards and senior leadership will drive the company’s culture.   

 Updating Risk Oversight Processes.  The current pandemic has underscored that 

risk management is a dynamic process.  Lessons from the pandemic will provide a 

company-specific guide for improving various facets of board risk oversight, in-

cluding the allocation of responsibilities within the board and its committees, co-

ordination with management and access to information and expertise.  
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The pandemic has presented boards with a host of unforeseen challenges.  Much 

uncertainty remains and the full impact of this pandemic may not be known for many months.  

While the pandemic has not altered the board’s fundamental duties and responsibilities, it has 

created another layer of complexity for the directors who must fulfill them.  Boards should think 

broadly, remain alert to emergent risks and help guide management through the unknowns.  In 

addition, any and all of the prior risks and potential crises that companies had been preparing for 

prior to the pandemic may manifest while the pandemic and its manifold impacts remain under-

way.  Accordingly, companies should take steps to ensure that prior preparedness plans and pro-

tocols are updated and adjusted to reflect how they would be implemented in the current envi-

ronment. 

V. SPECIAL CONSIDERATIONS REGARDING ESG AND SUSTAINABILITY-RELATED RISKS  

ESG risks represent a specific subset of general risks that a company should man-

age, where relevant, by identifying and mitigating company-specific risks, such as environmental 

liabilities, labor standards, consumer and product safety and leadership succession, and contin-

gency planning for macro-level risks, including by identifying supply chain and energy alterna-

tives and developing backup recovery plans for climate change and other natural disaster scenar-

ios.  While boards have been overseeing management of such material risks for as long as they 

have existed, the social and economic turmoil caused by the global spread of COVID-19 has ac-

celerated the focus on a number of traditional ESG concerns, including human capital issues, 

business model and supply chain resilience, and consumer welfare and social impact.  While cri-

sis management remains the first priority, institutional investors have indicated that they will 

continue to focus on environmental matters and ESG disclosures in general.  ESG factors will be 

critical elements of both short-term strategic decisions and longer-term strategic planning, and 

some investors expect ESG metrics to be incorporated into executive and employee incentive 

opportunities in order to encourage achievement of the ESG-related goals included in such strat-

egies.  Boards should therefore ensure that ESG-related risks are being evaluated, disclosed and 

managed appropriately. 

Investor Focus on ESG Risks 

Major institutional investors increasingly view ESG issues as having the potential 

to significantly affect a company’s long-term financial value.  BlackRock has been one of the 

biggest proponents of this view, remarking that just as it expects companies to understand the 

macroeconomic and industry trends in which they operate, it also believes that a company’s 

awareness of ESG-related trends helps drive long-term performance and mitigate risk.  In 2019, 

BlackRock’s Chairman and CEO, Laurence D. Fink, went even further, imploring companies to 

heed the “inextricable link” between “purpose and profit,” observing that “society is increasingly 

looking to companies, both public and private, to address pressing social and economic issues” 

ranging from “protecting the environment to retirement to gender and racial inequality.”  In his 

2020 letter to CEOs, Fink reaffirmed this sentiment, stating that “[o]ver time, companies . . . that 

do not respond to stakeholders and address sustainability risks will encounter growing skepticism 

from the markets, and in turn, a higher cost of capital.”  Fink then made clear that BlackRock 

endorses the industry-specific guidelines developed by the Sustainability Accounting Standards 

Board (SASB) as well as the climate-specific recommendations developed by the Task Force on 

Climate-related Financial Disclosures (TCFD) as benchmark frameworks for ESG disclosure.  In 

https://www.wlrk.com/docs/BlackRock_ESG_Investing.pdf
https://www.wlrk.com/files/2019/DOCUMENT_FIVE_Lawrence_Fink_2019_letter.pdf
https://www.wlrk.com/docs/A_Fundamental_Reshaping_of_Finance_Larry_Fink's_Letter_to_CEOs___BlackRock.pdf
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requesting that investee companies disclose information in line with SASB’s guidelines by year-

end 2020 (or similar data relevant to the company’s business) and in line with TCFD’s recom-

mendations, Fink warned that “[i]n the absence of robust disclosures, investors, including 

BlackRock, will increasingly conclude that companies are not adequately managing risk.”   

State Street has been an increasingly vocal and thoughtful advocate of ESG risk 

oversight.  In 2017 and 2018, State Street issued a series of frameworks and reports for directors 

regarding ESG risk oversight, endorsing the ESG disclosure frameworks created by SASB and 

the TCFD.  In its 2018–2019 Stewardship Report, State Street indicated that it would focus on 

climate risk and reporting as one of its “core, multi-year campaigns,” because although most 

companies were beginning to respond to climate-related disclosure recommendations, there was, 

from State Street’s perspective, “more work ahead to fully implement the recommendations in a 

way that [could] help effectively manage and report on climate risk.”  In a January 2020 letter, 

State Street reaffirmed its focus on ESG risk oversight, suggesting to boards that they 

“[c]onceptualize strategic and operational ESG risks,” “[e]valuate and agree upon appropriate 

board oversight structure on ESG issues” and “update board charters and governance documents 

to reflect board involvement and oversight of ESG.”   

In a nod towards expecting heightened transparency from public companies re-

garding sustainability-related matters, Vanguard in 2019 emphasized that “[i]nvestors benefit 

when the market has better visibility into significant risks to the long-term sustainability of a 

company’s business.”  Moreover, in its 2020 Investment Stewardship Semiannual Report, Van-

guard stressed that “[b]oards should work to prevent risks from becoming governance failures.”  

Vanguard observed that it has seen “increasing evidence that nontraditional but material risks 

related to environmental and social topics (such as climate change, cybersecurity, and human 

capital management) can damage a company’s long-term value,” and that “strong oversight prac-

tices enable a board to steer a company through unpredictable crises.”  

Investors surveyed as part of Ernst & Young’s 2020 Proxy Season Review echoed 

State Street and Vanguard’s position on environmental risks:  56% of investors cited effective 

management of environmental issues and climate change as “critical to the strategic success of 

their portfolio companies” over the next three to five years.  PwC’s 2019 Annual Corporate Di-

rectors Survey warned, however, that directors may feel differently, with 14% of directors re-

porting “not at all” and 32% reporting “not very much” when asked “[t]o what extent” climate 

change should be taken “into account when developing company strategy.”  Investors are there-

fore likely to continue pressing this issue.   

Recommendations for Improving ESG Risk Oversight 

As the public conversation on the role of companies in addressing environmental 

and social issues continues to evolve, boards should consider how their risk oversight role specif-

ically applies to ESG-related risk.  In large part, a board’s function in overseeing management of 

ESG-related risks, such as supply chain disruptions, energy sources and alternatives, labor prac-

tices and environmental impacts, involves issue-specific application of the risk oversight practic-

es discussed in this guide.  However, due to the fact that the public and investors increasingly 

scrutinize how a company addresses ESG issues, the board should ensure that its risk oversight 

role is satisfied in regards to ESG risk management. 

http://www.wlrk.com/docs/2017StateStreetCSRReport_3566094_1.PDF
http://www.wlrk.com/docs/2018_StateStreetCorporateResponsibilityReport_3535492_1.PDF
https://www.wlrk.com/docs/StateStreetStewardshipReport_3566095_1.PDF
https://www.wlrk.com/docs/State_Street_2020_ESG_Letter.pdf
https://www.wlrk.com/docs/Vanguard_Investment_Stewardship_Commentary.pdf
https://www.wlrk.com/docs/EY_2020_Proxy_Season_Preview.pdf
https://www.wlrk.com/docs/PwC's_2019_Annual_Corporate_Directors_Survey.pdf
https://www.wlrk.com/docs/PwC's_2019_Annual_Corporate_Directors_Survey.pdf
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ESG matters often have important public, investor and stakeholder relations di-

mensions.  The board should work with management to identify ESG issues that are pertinent to 

the business and its customers and decide what policies and processes are appropriate for as-

sessing, monitoring and managing ESG risks, as well as how to incentivize proper management 

of these risks.  The board should also be comfortable with the company’s approach to external 

reporting of the company’s overall approach, response and progress on ESG issues.  It is also 

increasingly important for directors and management who engage with shareholders to educate 

themselves and become conversant on the key ESG issues facing the company. 

As indicated above, significant institutional investors have made clear that they 

expect issuers to disclose material ESG issues in a standardized manner that is comparable across 

businesses and industries, with BlackRock and State Street having endorsed the industry-specific 

framework based on financial materiality developed by SASB, together with the climate-change 

specific framework proposed by the TCFD.  Other frameworks exist and may ultimately be ac-

ceptable, including the Global Reporting Initiative’s industry-agnostic model based on impact 

materiality, or the framework proposed by the World Economic Forum’s International Business 

Council, which draws from several others.  From a risk-management perspective, boards, 

through their appropriate committees, should be advised and conversant with respect to the com-

pany’s approach to the scope of ESG disclosures, including with respect to any gaps in a selected 

framework, the rationale for the gap and any timetable for closing it, where and when the disclo-

sures will be made and the verification methodology utilized, and how the disclosures will relate 

to company culture.  Monitoring the disclosures in this manner should provide the board with 

insight into the ESG issues and risks faced by the company and how they are being managed. 

The board may also wish to consider receiving briefings as appropriate on rele-

vant ESG matters and the company’s approach to handling them, including the extent to which 

management and employees may be incentivized to ensure that metrics-based goals are met.  

Creating a more focused board committee or subcommittee, such as a “corporate responsibility 

and sustainability” committee, that is specifically tasked with oversight of specified ESG mat-

ters, or updating existing committee charters and board-level corporate governance guidelines to 

address the board’s approach to such topics, may also be considered.  Of course, the board 

should ensure that any committee tasked with ESG risk oversight properly coordinates with any 

other committees tasked with other types of risk oversight (e.g., the audit committee) and that the 

board as a whole is satisfied as to the company’s approach on these matters. 

VI. SPECIAL CONSIDERATIONS REGARDING CYBERSECURITY AND DATA-PRIVACY RISK  

The ever-increasing dependence on technological advances that characterizes all 

aspects of business and modern life has been accompanied by a rapidly growing threat of cyber-

crime, the cost of which, according to a 2019 report by Herjavec Group, is expected to grow to 

more than $6 trillion annually by 2021, up from $3 trillion in 2015.  As many companies have 

shifted to virtual work arrangements to allow employees to work from home in response to the 

COVID-19 pandemic, cybercriminals have ramped up efforts to exploit software vulnerabilities 

in remote working technologies, including popular videoconferencing and virtual private net-

work (VPN) platforms, and increased the volume and sophistication of cyberattacks intended to 

exploit gaps that arise as companies develop and adjust preexisting security protocols to new 

working arrangements.  As many recent examples have highlighted, network security breaches, 

https://www.wlrk.com/docs/Herjavec_2019_Official_Annual_Cybercrime_Report.pdf
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damage to IT infrastructure and theft of personal data, trade secrets and commercially sensitive 

information are omnipresent risks that pose a significant financial and reputational threat to 

companies of all kinds.  Further, with computing devices increasingly embedded in everyday 

items and connected to the “Internet of Things,” virtually all company functions across all indus-

tries are exposed to cybersecurity risk.   

In light of the growing number of successful cyberattacks on even the most tech-

nologically sophisticated entities, lawmakers and regulators in the United States and around the 

world have increased their attention to cybersecurity risk.  In the United States, regulatory and 

enforcement activity relating to cybersecurity has continued to ramp up, especially at the state 

level.  Internationally, the EU’s General Data Protection Regulation (GDPR) has significantly 

increased data handling requirements for companies with even a minimal European nexus.  

Companies are thus facing a two-front storm, with regulatory risks compounding the security 

threat. 

Legal and Regulatory Focus on Cybersecurity and Data Privacy 

In addition to issuing alerts addressing heightened cybersecurity risks during the 

COVID-19 pandemic, U.S. and European regulators have increased enforcement activities to  

curb cybercrime and cyber-based fraud activities.  European data protection authorities, in par-

ticular, have also issued guidance to reinforce and clarify company obligations under the GDPR 

with respect to the handling of new forms of customer and employee data that may arise in man-

aging responses to the COVID-19 crisis.   

The GDPR, which took effect in 2018, sweeps more broadly than some non-EU-

based companies may realize.  The GDPR imposes stringent requirements on both data collec-

tion and data processing, including increased data security mandates, enhanced obligations to 

obtain data owner consent and strict breach notification requirements.  Importantly, the GDPR is 

extraterritorial in its reach and carries severe penalties for noncompliance—up to 4% of world-

wide revenue.  In 2019, data protection authorities in France and the United Kingdom announced 

hefty fines for GDPR violations, penalizing companies for inadequate data security, insufficient 

cyber-related M&A due diligence and deficiencies in the processing of personal data.  European 

data protection authorities can be expected to pursue additional major enforcement actions as 

their GDPR enforcement programs gain traction and mature. 

Just a month after the GDPR took effect, California enacted the most expansive 

data privacy law in the United States to date.  The California Consumer Privacy Act (CCPA), 

which went into effect on January 1, 2020, with enforcement actions by the Attorney General 

allowed after July 1, 2020, imposes wide-ranging data obligations on companies doing business 

in California, requiring increased data use transparency and the observance of novel consumer 

data rights.  Although implementing regulations issued by the California Attorney General do not 

become enforceable until mid-2020 at the earliest, the California Attorney General has indicated 

that his office may bring enforcement actions for CCPA violations that predate the finalization of 

implementing regulations.  In addition, the statute provides consumers with a private right of ac-

tion to pursue remedies for harms caused by data breaches, which means that companies con-

ducting business with a nexus to California may face enforcement risk from traditional state-

level authorities as well as customers at-large.   

https://www.wlrk.com/docs/EuropeRegulation2016-679oftheEuropeanParliamentandoftheCouncil.pdf
http://www.wlrk.com/webdocs/wlrknew/WLRKMemos/WLRK/WLRK.26342.19.pdf
http://www.wlrk.com/webdocs/wlrknew/WLRKMemos/WLRK/WLRK.26480.19.pdf
http://www.wlrk.com/webdocs/wlrknew/WLRKMemos/WLRK/WLRK.26429.19.pdf
http://www.wlrk.com/webdocs/wlrknew/WLRKMemos/WLRK/WLRK.26429.19.pdf
https://www.wlrk.com/docs/Memo_CaliforniaConsumerPrivacyAct.pdf
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Meanwhile, the New York State Department of Financial Services has imple-

mented detailed and prescriptive regulations of its own, requiring covered institutions—entities 

authorized under New York State banking, insurance or financial services laws—to meet strict 

minimum cybersecurity standards.  The revised regulations require, among other things, that 

covered institutions have in place a cybersecurity program designed to protect consumers’ pri-

vate data, approved by boards of directors or senior corporate officers and accompanied by an-

nual compliance certifications, the first of which was required to be filed in February of 2018.  In 

addition, the New York Attorney General has begun to exercise new authority over cyber-related 

enforcement that became effective in March 2020 in connection with New York State’s “Stop 

Hacks and Improve Electronic Security” (SHIELD) Act, which requires companies to apply rea-

sonable data protection safeguards.  With all fifty U.S. states and the District of Columbia having 

adopting data breach notification laws, and at least a dozen more states and the U.S. Congress 

considering bills modeled on the CCPA or the GDPR, companies will need to navigate an in-

creasingly complex terrain marked by varying state laws and regulations. 

The Federal Trade Commission (FTC) has also stepped up its regulatory attention 

to data privacy and cybersecurity.  In July 2019, the FTC imposed a $5 billion penalty and ex-

tracted extensive remedial requirements through a controversial settlement with Facebook that 

was endorsed and made effective by a federal judge in April 2020 despite legal challenges from 

privacy advocacy groups.  The resolution includes not only the largest data privacy penalty in the 

agency’s history, but a broad remedial order that requires a restructuring of Facebook’s privacy 

operations.  The unprecedented size and scope of the settlement notwithstanding, several dissent-

ing FTC commissioners and critics in Congress objected to the settlement for failing to hold in-

dividual executives accountable or impose more extensive limits on Facebook’s collection and 

use of consumer data.  The FTC action—and the controversy it has generated—will likely 

prompt close scrutiny from Congress, as it weighs whether to increase the agency’s reach and 

authority as part of a possible overhaul of federal data privacy law. 

During the same month, Equifax Inc. announced that it had agreed to pay between 

$575 and $700 million in a settlement with the FTC, the Consumer Financial Protection Bureau 

and fifty U.S. states and territories to resolve allegations that the company’s failure to take rea-

sonable steps to secure its network led to a data breach affecting approximately 147 million peo-

ple.  The FTC alleged that Equifax failed to patch its network after being alerted in March 2017 

to a critical security vulnerability affecting its ACIS database, which handles inquiries from con-

sumers about their personal credit data.  In its press release announcing the settlement, the FTC 

stressed that “companies that profit from personal information have an extra responsibility to 

protect and secure that data.”   

For its part, the SEC has turned its attention to market disclosure, breach notifica-

tion and internal controls.  Since 2011, when the SEC’s Division of Corporation Finance issued 

interpretive guidance regarding cybersecurity disclosures, public companies have been required 

to “disclose the risk of cyber incidents if they are among the most significant factors that make 

an investment in the company speculative or risky.”  In 2018, the SEC issued new guidance to 

clarify its expectations as to such disclosures.  The majority of the 2018 guidance focuses on “re-

inforcing and expanding upon” the 2011 guidance, advising public companies to evaluate the 

materiality of cyber risks and incidents and make necessary disclosures in a timely fashion, while 

warning that the SEC is watching closely.  However, the 2018 guidance delves into some new 

https://www.wlrk.com/docs/New_York_Department_of_Financial_Services_DFS_Cybersecurity_Regulation_--_First_Two_Years_and_Ne.pdf
http://www.wlrk.com/docs/ftc.gov-FTCImposes5BillionPenaltyandSweepingNewPrivacyRestrictionsonFacebook.pdf
http://www.wlrk.com/docs/ftc.gov-EquifaxtoPay575MillionasPartofSettlementwithFTCCFPBandStatesRelatedto2017DataBreach.pdf
https://www.wlrk.com/docs/SEC_CF_Disclosure_Guidance_-_Topic_No._2.pdf
https://www.wlrk.com/docs/SEC_Commission_Statement_and_Guidance_on_Public_Company_Cybersecurity_Disclosures.pdf
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areas—particularly board oversight, disclosure controls and procedures, insider trading and se-

lective disclosures.  As it regards risk oversight, the 2018 guidance advises that public companies 

should disclose the role of boards in cyber risk management, at least where cyber risks are mate-

rial to a company’s business.  Therefore, while most boards are likely already engaged in some 

form of cyber risk oversight, the call by the SEC for more public disclosure may prompt consid-

eration of whether to deepen or sharpen that engagement. 

On the enforcement side, the SEC has adopted a more aggressive approach, en-

gaging in high-profile enforcement actions following its investigations of major data breaches at 

Yahoo! and Equifax and data privacy practices at Facebook.  In 2018, the SEC announced that 

Altaba, the entity formerly known as Yahoo!, had agreed to pay a $35 million penalty to settle 

charges that it misled investors by waiting two years to disclose a data breach in which hackers 

stole the personal information of more than 500 million Yahoo! users.  In its press release an-

nouncing the settlement, the SEC explained, “We do not second-guess good faith exercises of 

judgment about cyber-incident disclosure.  But we have also cautioned that a company’s re-

sponse to such an event could be so lacking that an enforcement action would be warranted.  

This is clearly such a case.”  In July 2019, the SEC announced a $100 million penalty against 

Facebook for making misleading public disclosures by presenting the risk of misuse of user data 

as hypothetical, even though numerous employees within the company knew that such misuse 

had, in fact, occurred.  The SEC further found that Facebook did not maintain disclosure controls 

or procedures to ensure the accuracy of material cyber- and privacy-related risk disclosures, as 

required of public companies.  While the Yahoo! and Facebook cases should not be read as re-

quiring public disclosure of every data breach or privacy violation, the SEC’s actions do high-

light the need for companies to maintain effective controls and procedures to ensure that internal 

reports of cyber or privacy incidents, or the risk of such incidents, are properly and timely as-

sessed for potential disclosure. 

In 2018, the SEC warned that “directors, officers, and other corporate insiders 

must not trade a public company’s securities while in possession of material nonpublic infor-

mation, which may include knowledge regarding a significant cybersecurity incident experienced 

by the company.”  Later in the year, the DOJ and SEC filed criminal and civil charges against 

two former Equifax employees—a chief information officer and a software engineer—for insider 

trading in advance of the company’s 2017 disclosure of its breach, with both employees ulti-

mately pleading guilty to the charges against them.  In light of the government’s enhanced focus 

on the intersection between cybersecurity and insider trading, companies would be wise to exam-

ine their insider trading policies to ensure they operate effectively in the wake of cyber incidents, 

including by ensuring that consideration is given in any specific situation whether to restrict trad-

ing by insiders before public disclosure. 

Recommendations for Improving Cyber Risk Oversight 

Companies should implement comprehensive cybersecurity risk mitigation pro-

grams, deploying defensive technologies without losing focus on core security procedures like 

patch installation and employee training, executing data and system testing procedures, imple-

menting effective and regularly exercised cyber incident response plans, and ensuring that the 

board is engaged in cyber risk oversight.   

https://www.wlrk.com/docs/SEC_Altaba,_Formerly_Known_as_Yahoo!,_Charged_with_Failing_to_Disclose_Massive_Cybersecurity_Bre.pdf
http://www.wlrk.com/docs/sec.gov-FacebooktoPay100MillionforMisleadingInvestorsAbouttheRisksItFacedFromMisuseofUserData.pdf
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As cybersecurity risk continues to rise in prominence, so too has the number of 

companies that have begun to specifically address cybersecurity and cyber risk within their in-

ternal audit function.  A 2019 Internal Audit Capabilities and Needs Survey, conducted by Pro-

tiviti, revealed that, of the top ten audit plan priorities for 2019, cybersecurity risk is the second 

biggest priority for internal audit groups.  Directors should assure themselves that their compa-

ny’s internal audit function includes personnel with the necessary technical expertise and suffi-

cient time and resources to devote to cybersecurity risk.  Further, the internal audit team should 

understand and periodically test the company’s risk mitigation strategy and provide timely re-

ports on cybersecurity risk to the board’s audit committee.  An October 2018 report of an inves-

tigation by the SEC of cyber frauds committed against a number of companies raises the possi-

bility that a failure to have controls adequate to prevent such frauds could constitute a violation 

of the securities law requirement to maintain effective internal accounting controls.   

In satisfying their risk oversight functions with respect to cybersecurity, boards 

should evaluate their company’s preparedness for a possible cybersecurity breach, as well as the 

company’s action plan in the event that a cybersecurity breach occurs.  A review of the common 

elements of recent remedial and other cyber-related enforcement actions brought by state and 

federal actors suggests a growing expectation among regulators that companies maintain written 

information security programs that senior management present to the board on at least an annual 

basis.  In this vein, boards should review management’s risk assessment and mitigation strategies 

in the key areas identified below and consider whether the company has addressed the following 

matters, several of which are also discussed in The Conference Board’s “A Strategic Cyber-

Roadmap for the Board” released in 2016: 

 identification of the company’s “Crown Jewels”—i.e., the company’s mission-

critical data and systems; 

 application of the protocol outlined in the National Institute of Standards and 

Technology Cybersecurity Framework, a critical benchmarking tool used not only 

by businesses across the globe, but by key regulators like the SEC and FTC; 

 institution of an actionable cyber incident response plan that, among other things, 

(1) identifies critical personnel and designates responsibilities, (2) includes proce-

dures for containment, mitigation and continuity of operations and (3) identifies 

necessary notifications to be issued as part of a preexisting notification plan; 

 development and implementation of effective response technology and services 

(e.g., off-site data backup mechanisms, intrusion detection technology and data 

loss prevention technology); 

 establishment of prior authorizations to permit network monitoring; 

 access to legal counsel and technical advisers who are conversant with technology 

systems and cyber incident management to reduce response time; and 

 establishment of relationships with cyber information-sharing organizations and 

engagement with law enforcement before a cybersecurity incident occurs. 

https://www.wlrk.com/docs/2019-ia-capabilities-and-needs-survey-protiviti_3535494_1.pdf
http://www.wlrk.com/docs/SECReportofInvestigation-Cyber-relatedFrauds.pdf
http://www.wlrk.com/docs/TCBstrategiccyberroadmap.pdf
http://www.wlrk.com/docs/TCBstrategiccyberroadmap.pdf
http://www.wlrk.com/docs/NationalInstituteofStandardsandTechnologyCybersecurityFramework.pdf
http://www.wlrk.com/docs/NationalInstituteofStandardsandTechnologyCybersecurityFramework.pdf
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The Conference Board Governance Center’s 2017 report, “The State of Digital 

and Social Media Risk Management,” also contains useful recommendations for managing the 

growing number of risks companies face from digital and social media.  The report warns that 

despite the increasingly digital business landscape, companies continue to focus their risk man-

agement efforts on “entrenched issues,” like virus protection, but have not developed the capaci-

ty to address the more novel digital risks that result from third-party, public and “consumerized” 

IT infrastructure, i.e., social media.  Among other useful recommendations, the report urges 

boards to review their IT policies and procedures to ensure that new risks, like brand fraud, bots 

and breaches, are adequately managed.  As a tool to help companies develop their own bench-

marks for oversight and design of cybersecurity programs, we also recommend a January 2020 

publication by the SEC’s Office of Compliance Inspections and Examinations (SEC-OCIE) ad-

dressed at industry trends in cybersecurity resiliency, including emerging norms related to gov-

ernance and risk management, data loss prevention, mobile device and application security, inci-

dent response, and vendor and third-party relationship management.  Though the SEC-OCIE’s 

findings are based on compliance examinations of broker-dealers, investment advisers, national 

exchanges, and other SEC registrants, the best practices and trends identified in the report con-

tain insights applicable to companies beyond the SEC’s regulatory reach. 

VII. CONCLUSION 

Anticipating Future Risks 

The company’s risk management structure should include an ongoing effort to as-

sess and analyze the most likely and most significant areas of future risk for the company, in-

cluding how the contours and interrelationships of existing risks may change and how the com-

pany’s processes for anticipating future risks are developed.  This includes understanding risks 

inherent in the company’s strategic plans, risks arising from the competitive landscape and the 

potential for technology and other developments to impact the company’s profitability and pro-

spects for sustainable, long-term value creation.  Anticipating future risks is a key element of 

avoiding or mitigating those risks before they escalate into crises.  In reviewing risk manage-

ment, the board or relevant committees should ask the company’s executives to discuss the most 

likely sources of material future risks and how the company is addressing any significant poten-

tial vulnerability.  Indeed, as stressed in the NACD’s 2019 Blue Ribbon Commission report on 

board leadership:  

Boards must engage more proactively, deeply, and frequently on 

entirely new and fast-changing drivers of strategy and risk . . . 

Board leaders will need to orchestrate more meaningful board en-

gagement to help inform strategic choices and to understand the 

risks being taken in a much more uncertain and fast-changing en-

vironment. 

The Road Ahead 

Directors face an evolving risk and governance landscape, and boards are now 

recognized as having an affirmative obligation to use their business judgment in identifying ma-

terial business and liability risks and working with management in articulating the strategy and 

the time horizon for mitigating them.  The law is clear that properly informed directors are em-

http://www.wlrk.com/docs/TCB-The-State-of-Digital-and-Social-Media-Risk-Management_3568235_1.PDF
http://www.wlrk.com/docs/TCB-The-State-of-Digital-and-Social-Media-Risk-Management_3568235_1.PDF
https://www.wlrk.com/webdocs/wlrknew/WLRKMemos/WLRK/WLRK.26763.20.pdf
https://www.wlrk.com/docs/NACD_2019_Blue_Ribbon_Commission_Report.pdf
https://www.wlrk.com/docs/NACD_2019_Blue_Ribbon_Commission_Report.pdf
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powered to act to protect the corporate reputation; to understand and have the company take 

steps to mitigate mission-critical and other material risks; to pursue disclosure and engagement 

efforts designed to inform investors about global social and environmental developments that 

threaten long-term corporate health; to safeguard long-term global supply chain relationships; 

and to strengthen the ability to recruit and incentivize a skilled and motivated workforce.  Taken 

together, directors’ duties not only permit boards to address the full range of risks that threaten 

the corporation’s ability to deliver sustainable growth, but indeed require boards to address the 

most acute among them.  
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